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1.3.1.1 Connection Sequence

The goal of the RDP Connection Sequence is to exchange client and server settings and to specify
common settings to use for the duration of the connection so that input, graphics, and other data can
be exchanged and processed between client and server. The RDP Connection Sequence is described in
following figure. All of the message exchanges in this diagram are strictly sequential, except where

noted in the text that follows.
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X224 Connection Confirm PDU Connection Initiation

MCS Connect Initial POU with
GCC Conference Create Request
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. Basic Settings Exchange
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GCC Conference Create Response
MCS Erect Domain Request PDU———— =

MCS Attach User Request PDU———
- MCS Attach User Confirm PDL ~ Channel Connection

MCS Channel Join Request PDU(s)———————— =
ilf—————MCS Channel Join Confirm PDU(s)

-
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Security Exchange PDU - 3 RDP Security Commencement
Client Info PDU - } Secure Settings Exchange
A _ }
-y Auto-Detect Request PDU(s) Optional Connect-
Auto-Detect Response PDU(s)}——————— = Time Autc-Detection

-}——License Error PDU - Valid Client } Licensing

} Opticnal Multitransport

tp—————|nitiate Multitransport Request PDU(s) Bootstrapping

g Demand Active PDU
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Control PDU - Cooperate. -
Control PDU - Request Control———————— =
Persistent Key List PDU(s) -
Font List PDU p - Connection Finalization
-} Synchronize PDU
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-p———Control PDU - Granted Control
-} Font Map PDU
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* Client Core Data

- keyboardLayout (locale identifier)

2.2.1.3.2 Client Core Data (TS_UD_CS_CORE)

The TS_UD_C5_CORE data block contains core client connection-related information.

1
0

2
0

0l1|2|3|4[(5|6|7|8|9 1(2|3|4|5[(6|(7|8)|9 1(2|3|4|5[(6|(7|8)|9

version

desktopWidth desktopHeight < % EEI E d) j( 3 _5 :E) : :

clientMame (32 bytes)

-
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Keyboard Hexadecimal identifier Decimal identifier (used with oobe.xml)
Arabic (101) O0x00000401 1025
Bulgarian 000000402 1026
Chinese (Traditional) - US Keyboard 000000404 1028
Czech 0x00000405 1029
Danish 0x00000406 1030
German 0x00000407 1031
Greek 0x00000408 1032
Us 0x00000409 1033
Spanish 0x0000040a 1034
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xrdp_keyboard.ini

[default_rdp_layouts]

rdp_layout_us=0xBE0EE409
rdp_layout_de=0xBR0EC407T
rdp_layout_fr=0x0e00040C
rdp_layout_it=GgxGe000410
rdp_layout_jp=0xoeooo4il

rdp_layout_jp2=GOxeb0ib411
rdp_layout_jp3=0xed200411
rdp_layout_jpd4=Gxed210411

rdp_layout_ru=0xoeoeo419
rdp_layout_se=Q0xBE0C041D
rdp_layout_ch=0xBe0REE0T
rdp_layout_pt=0xBROEEE16
rdp_layout_br=0xBe00C416
rdp_layout_pl=0xBE00C415
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# <rdp layout name> = <¥11

[default_layouts_map]
rdp_layout_us=us
rdp_layout_de=de
rdp_layout_fr=fr
rdp_layout_it=it
rdp_layout_jp=]jp
rdp_layout_jp2=jp
rdp_layout_jp3=]p
rdp_layout_jpd=jp
rdp_layout_ru=ru
rdp_layout_se=se
rdp_layout_ch=ch
rdp_layout_pt=pt
rdp_layout_br=br{abnt2)
rdp_layout_pl=pl
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https://github.com/neutrinolabs/xrdp/blob/devel/xrdp/xrdp_keyboard.ini
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https://github.com/neutrinolabs/xorgxrdp/commit/a7de845e3a6746b350ecbb9c139fb5514baeffce
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